
Apple’s changes 
to IDFA in iOS 14

An overview of the changes and what they mean for in-app mobile advertising



What is the IDFA?
Apple’s identifier for advertisers (IDFA) is a unique 
string of random numbers and letters assigned 
to an iOS device (e.g. iPhones and iPads).

Here’s an example of what an IDFA looks like: 

7D902I08D-7846-4CA4-TE6P-83369125YFDC 



What is the IDFA used for?
The IDFA is used for ad targeting, measurement, and attribution in apps on iOS, 
iPadOS, and tvOS.  

Unlike cookies in web browsers that can be blocked or deleted, the IDFA is 
persistent, meaning it will be associated with that device until a user changes their 
Apple device (e.g. iPhone or iPad) or manually resets the IDFA.

Web browsers use cookies 
to identify users 

Mobile apps use the IDFA to 
identify users 



Apple’s IDFA vs Google’s AAID

Google’s Android also has an ID for advertisers called 
Android Advertising ID (AAID) and it works in the 
same way as Apple’s IDFA. 

No changes have been proposed for Google’s AAID 
(yet).  

In this presentation, we’ll just be focusing on Apple’s 
IDFA.



How is the IDFA used currently in  
mobile app advertising?

The IDFA is passed from the user’s 
device to AdTech platforms and 
mobile measurement platforms 
(MMPs). 



But this is all about to change...



What privacy changes are coming with 
iOS 14?



App tracking controls and transparency

Before an app can access the IDFA and 
pass it to AdTech companies, users will 
have to opt in.  

iOS 14 users will be presented with a 
message like the one in the image.   

App developers will have to use the 
AppTrackingTransparency framework 
to access the IDFA.





IDFA: Now vs in iOS 14

How IDFA is accessed 
currently. How IDFA can be accessed in iOS 14.



Will ads still be shown to users and how 
will ad targeting work in iOS 14?

Yes, ads can still be shown to iOS users, but 
apps won’t be able to display targeted or 
retargeted ads to users based on their IDFA, 
unless they opt in.



How will ad measurement and attribution 
work?

Via Apple’s SKAdNetwork

Source: https://developer.apple.com/app-store/user-privacy-and-data-use/ 



A few more words about SKAdNetwork

1. App install attribution data will pass 
through SKAdNetwork and then 
onto ad networks.  

2. No user-level or device-level data 
will be passed to AdTech platforms 
or MMPs.  

3. Campaign IDs are limited to 100 per 
ad network.



FAQs



When will these changes to IDFA be 
released?

iOS 14 will likely be released in September 2020. 

 Although these changes to IDFA were supposed 
to be released with iOS 14, Apple have decided to 

delay the release of these changes until early 
2021. 



What will happen to apps running in iOS 14 that haven’t 
implemented the AppTrackingTransparency framework? 

Apps will need to publish an update 
once these changes are released to 
include the AppTrackingTransparency 
API. 

If an app running on iOS 14 doesn’t 
have this API, then they won’t have 
access to the IDFA (it will be zeroed 
out) and won’t be able to ask users to 
opt in via the pop-up message.



When will users see the opt-in message 
and how often?

Only once, unless the user deletes the app and then reinstalls it. 

It looks like app developers can choose when to show the message to 
users, but they won’t have access to the IDFA until the users opt in.

Source: Apple Developer Documentation



Can the opt-in message be customized?
Some parts of the message can be customized.  

The part in bold is set by the system (i.e. Apple) 
and can’t be changed.  

However, the text in the red box can be modified 
using the NSUserTrackingUsageDescription key



How many iOS users will opt in?

Nobody knows for sure but most estimates put the  
opt-in rate between 1% to 20%.



What are some possible workarounds?

There isn’t a clear replacement for the IDFA, but some 
workarounds for identification, ad targeting, and attribution 
include: 

• Device fingerprinting for identification: Not recommended 
due to privacy reasons and Apple will likely crack down on this. 

• Contextual ad targeting: It’s often considered not as effective 
as IDFA-based ad targeting. 

• Using an email address or phone number as an identifier: 
Limited in scale.

Any workaround that aims to identify users likely won’t meet 
Apple’s privacy guidelines and will probably be squashed.



What does the future hold for mobile measurement 
platforms (MMPs) and AdTech companies?

With the main advertising processes 
(identification, targeting, measurement, and 
attribution) being taken away from 
independent AdTech companies, it will be 
harder for MMPs and AdTech companies (e.g. 
ad networks, DSPs, SSPs, etc.) to operate the 
way they do currently. 

It just means they’ll have to come up with 
innovative solutions to tackle these challenges. 

Expect to see some short-term workarounds 
while they consider long-term solutions.
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